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Abstract—Software-intensive systems are characterized by an
increasing number of features implementing complex functional-
ities. In many domains, these new functionalities perform more
and more safety-critical tasks. To argue about the safety of
such systems, Safety Cases are a proven technique that allows
a systematic argumentation. Safety Cases may contain complex
arguments that can be decomposed corresponding to modular
system artifacts.

This paper illustrates how a model-based system design can
be tightly integrated with safety case arguments, to demonstrate
both how safety cases link safety-specific analysis techniques like
FMEA or FTA to architectural elements to provide evidence
for safety argumentation, as well as how safety cases can be
directly applied to efficiently guide the construction of the
system architecture w.r.t. the claims given in the safety case. We
demonstrate how existing information about the system and tool-
assisted techniques (e.g. formal verification, statistical testing) can
be integrated into a safety case for a convincing argument in a
seamless model-based development environment.

Index Terms—Modular Certification, Safety Cases, Model-
based Development

I. INTRODUCTION

Software-intensive embedded systems, like automotive ve-
hicles, integrating control units, communication systems, and
software, are characterized by an increasing number of com-
plex features. These new functionalities perform more and
more safety-critical tasks, thus increasing the challenge on
assuring the safety of such systems. Recent years have seen
a marked shift in the regulatory approach to ensuring system
safety, away from a mere demonstration of compliance with
prescriptive safety codes and standards and towards shifting
the responsibility back onto the developers and operators
to construct and present well reasoned arguments that their
systems achieve acceptable levels of safety.

Safety Cases constitute a proven technique to systemati-
cally demonstrate the safety of such systems using existing
information about the system, its environment and develop-
ment context, facilitating the bridging of the regulatory gap.
Some standards, e.g. the automotive standard ISO 26262 [1],
explicitly recommend the creation of a safety case as one
of the safety management activities to argue about safety
requirements. For the creation of a safety case for a complex
safety goal, a variety of information, e.g. formal verification,

statistical testing, and other analyses results may be needed
and integrated for a convincing argument.

This paper shows how a safety case can be instantiated
in a CASE tool using a meta-model (based on Goal Struc-
turing Notation [2]), to provide a consistent assurance of
the system safety. Embedded systems are increasingly devel-
oped in a model-based fashion using different tools, (e.g.,
Simulink or ASCET) facilitating constructive and analytic
quality assurance via abstract component-models of the system
under development. In this paper, we use the AF3 framework
(http://af3.fortiss.org) as a model-based tool to
seamlessly specify embedded systems in different layers of
abstraction, while supporting different views on the system
model.

To address the need for a modular safety concept facilitating
argumentation as well as enabling re-use of modular Safety
Cases, we demonstrate how Safety Cases can support a safe
system development efficiently using an integrated model-
based environment. We also illustrate how a pattern-based
approach in such model-based frameworks can support a more
modular certification approach. In short, the contribution of
this submission is threefold:

1) The introduction of a model-based development approach
integrating views for the construction of a system and the
argumentation about its functional safety.

2) The provision of modular construction and argumentation
principles within these views reflecting current require-
ments from the safety domain.

3) The documentation and application of design decision
used simultaneously for the construction of a system as
well as the argumentation about its functional safety.

II. BACKGROUND AND STANDARDS

The ISO 26262 [1] is the road vehicles specific instantiation
of the electrical and electronics systems safety meta-standard
IEC 61508 and is the most recent, safety standard available,
pending FAA approval of the DO-178C expected in 2013.
The ISO 26262 provides means for assuring functional safety
of automotive systems, covering all parts of the life-cycle of
such systems, and serves as the basis for the argumentations
presented in this paper.



A. Safety Cases and GSN

A Safety Case is defined by [3] as a “documented body of
evidence that provides a convincing and valid argument that
a system is adequately safe for a given application in a given
environment. Three parts can be identified as part of a safety
case: First, the safety goal that has to be achieved. Second, the
evidence for achieving this safety goal and third, the structured
argument constituting the systematic relationship between the
goal the evidence.

Complex safety goals require complex arguments. To form
such arguments a variety of information combining multiple
safety assurance methods is needed to show the complex issues
of safety completely [4]. This may, for example, include the
integration of the results of Failure Modes and Effect Analysis
(FMEA), formal verification techniques, statistical testing, and
other information to form a convincing argument.

The Goal Structuring Notation (GSN) [2] is a well-known
description technique for the development of engineering
arguments to construct Safety Cases. GSN uses a graphical
argument notation to explicitly document the elements and
structure of an argument and the argument’s relationship of
this evidence. An argument, based on GSN, may consists
of several elements: Goals are the claims of an argument,
whereas items of evidences are captured under Solutions.
When documenting how claims are said to be supported by
sub-claims, the Strategy-element is used and can be linked
to Goals. A Context element captures and enables citation of
information that is relevant to the argument. Rationale for a
strategy can be described by a Justification element.

As safety standards recommend performing many analyses
during the concept phase of development as well as the early
adoption of multiple measures at the architectural design level,
Safety Cases may be a good way to integrate all analyses
needed to support a more modular certification approach. This
becomes more important because a modular certification, in
contrast to modular design, also needs to provide certifications
that must consider not only the regular operation but also
abnormal operation and malfunction components [5].

B. Modular Certification and some of its Requirements

There is a special interest on modular certification when
reusing components from one system in the next, to the
application of those system elements together with the (in-
)formal reuse of associated safety arguments. This furthermore
supports to the supply-chain based approach systems are
currently developed, with separated components and their
interfaces between them integrated into the final system, thus
enabling potential cost savings.

A Safety Case as a modular way to structure an argumen-
tation for the safety of a system, has some correspondence
on current standards, that support such approaches: The ISO
26262 includes various parts that are relevant to modular
certification, resp. a modular development of software com-
ponents, e.g. the Safety-Element out of Context (SEooC) (Part
10, Clause 10) [1].

A SEooC is a safety related element which it can be
either a subsystem, a hardware component or a software
component. The SEooC concept deals with the development
of elements in accordance with ISO 26262 that are intended
to be reusable under given assumptions. The correct imple-
mentation of the assumed requirements will be verified during
the SEooC development, but the validation takes place during
the item development. Thus, the SEooC concept (e.g. for
software components of AF3 logical architecture) is related
to on Module element (compare Section IV-A) in a safety
case. Applying that relationship, the interface of that element
including its contract of use indicates how the component
fulfills requirements in a specific context (e.g. through formal
verification) and specifies how it can by integrated within the
overall system. This supports an ahead-construction of the
system under consideration using the modular concept of a
SEooC.

In the following, we present a couple of basic principles that
are necessary for establishing such a modular and composi-
tional certification approach, based on the concept of SEooC,
that should be supported by a framework used for system
design:

1) Modular Construction of safety-critical system at differ-
ent levels of abstraction

2) Inter-Level Allocations between models
3) Modular Decomposition of system models

All of these principles have been implemented in AF3 (com-
pare section III) to support the construction of Modular Safety
Cases (e.g. with respect to requirements posed by the ISO
26262: SEooC).

III. THE AUTOFOCUS3 FRAMEWORK

AUTOFOCUS3 (http://af3.fortiss.org) is a re-
search CASE tool that allows modeling and validating con-
current, reactive, distributed, timed systems on the basis of a
formal semantics [6].

A. Different Levels of Abstraction

An AF3 system model is divided into several models that
provide different levels of abstractions. To form a safety argu-
ment using Safety Cases supporting the concept of SEooC, the
models of the requirements, logical, and technical perspective
are the most relevant (compare Figure 1).

The Requirements Specification and Analysis View provides
for requirements specification, documentation, and analysis of
the requirements of a system.

The Logical Architecture View of a system is defined by
means of logical components communicating via channels.
Each component exposes defined input and output interfaces
to its environment, either to other components or to the system
environment, describing the functionality of a (sub-)system.

The Technical Architecture View describes a hardware topol-
ogy that is composed of hardware units, e.g electrical control
units (ECUs), hardware ports (sensors or actuators) and busses.
Figure 1 also illustrates such a hardware topology, with



Fig. 1. Seamless model-based development in AF3, without Safety Cases

two ECUs using a couple of sensors and actuators and a
interconnected a single bus.

Furthermore, AF3 supports the specification of inter-level
allocation between different models. The deployment view
is one example of such an allocation by mapping elements
from the logical to elements of the technical architecture. This
provides traceability between models artefacts.

Integrated Safety Cases are another View or level of abstrac-
tion to the system (compare section IV).

B. Tightly Integrated Models for Inter-Level Allocations

AUTOFOCUS3 proposes a model-based development pro-
cess using tightly integrated models for the related system
levels of abstraction (section III-A). These tightly integrated
models are useful for grounding a safety argumentation as,
for instance, models of the system under consideration pre-
scribe the functionality of a software component or a task/bus
schedule.

Safety Case Modules encapsulate parts of a Safety Case
argument and offer some interface, e.g, in form of their
Goals. As Safety-Goals represents claims of an argument
that are textually documented in Safety Requirements, AF3
provides the capabilities to directly inter-related them (i.e.,
Safety Requirement x to Safety Goal y). These specifications
of the safety requirements can, in turn, be assigned/traced to
the logical architecture components (compare Figure 1). To
establish a functional safety requirement a safety case pattern
may consist of a Goal, the Solution and the Context. A solution
of a goal to be proven, can, e.g., be provided in form of a
formal proof of the goal using model checking.

Furthermore, AF3 allows the specification of a deployment
by, for instance, mapping elements from the logical to ele-
ments of the technical architecture, namely to SW and HW
components.

Fig. 2. Meta-Model of GSN Elements for Safety Cases (Extract)

In Section V we show how design decisions like the con-
struction of such deployments or other the usage of a redun-
dancy concept are related to Safety Cases through integrated
model-based designto form convincing arguments, using the
approach of Construction and Argumenation Patterns.

C. Modular Decomposition to Support Modular Certification

As many factors affect software systematic capabilities, the
AF3 framework already supports means that target modular
certification, e.g. a modular approach in software architecture
design or modular decomposition of system artifacts. AF3 uses
a computational model of systems in form of networks of com-
ponents with a message-based, discrete-time communication
scheme as its core semantics.Using such a modular approach
in software architecture design and the use of software mod-
ules and components in general, is one technique required by
IEC61508-3 (Table C-A.4) for achieving convincing evidence
of properties for software systematic capability (Annex C).

Based on the principles mentioned – different levels of
abstraction, tightly integrated model for inter-level allocations,
and the support for modular decomposition – the AF3 frame-
work furthermore supports automated validation/verification
steps (e.g. assumption/guarantee reasoning) or automated syn-
thesis/generation steps (e.g. test case generation, efficient
deployment/schedule synthesis [7]) that can be integrated as
arguments into a Safety Case.

IV. INTEGRATION OF SAFETY CASES IN AUTOFOCUS3

In the following, we present a way to integrate Safety Cases
into a model-based CASE tool, based on the Goal Structuring
Notation (GSN) [2]. As shown in Section II-A, a safety
case contains several inter-connected argumention-structures.
In order to provide such a structured argumentation, a meta-
model of GSN-elements has been developed and integrated
into AF3.

A. GSN Meta-Model for Safety Cases in AF3

In our proposed meta-model, all the classes which
represent contained elements of a Safety Case are
ArgumentElements. Therefore, the principal GSN
elements (compare [2]), such as Goals, Solutions, Strategies,
Contexts, Assumptions, Justifications inherit all from the
ArgumentElement class.



Fig. 3. Abstract example of a Safety Case in AF3

The GSN Standard presents strict rules for permitted
connections of each type, e.g. permitted ”SupportedBy”
connections are ”goal-to-goal”, ”goal-to-strategy”, ”goal-to-
solution”. Permitted ”InContextOf” connections are, for in-
stance, ”goal-to-context” or ”goal-to-assumption”, ... . This
provides a clear difference between ArgumentElements
which are allowed to be target elements of these two
types of linkage between GSN elements. This fact trig-
gers the need to split ArgumentElements into two
categories, namely InContextOfTargetElements and
17SupportedByTargetElements.

The GSN standard furthermore provides two types of link-
age between elements: SupportedBy and InContextOf [2].
Therefore, we model these two classes, which inherit from the
same abstract class: ConnectionBase (not shown in figure
2). A connection can be instantiated as a linkage between two
ArgumentElements.

Any object which inherits from ArgumentElement
and from InContextOfTargetElement is called Con-
textualElement. Any object which inherits both from
SupportedByTargetElement and from Argument-
Element is called SpinalElement. Even though, in the
GSN standard there is no such categorization of elements.
However, this distinction makes it much easier to handle
the different properties that Goals, Solutions and Strategies
have, in comparison to Context, Justification and Assumption
elements.

To support a modular reasoning, an abstract class Module
module. Like any other GSN element from which a safety
case is composed, this class extends the ArgumentElement
class. We can now state that a safety case in AF3 is composed
by several modules, which enable modeling safety arguments
that concern different parts of a system. These modules may
contain the principal GSN elements (Goal, Strategy and so on)
and the relationships among each other. Figure 3 shows the
representation of an instance of these meta-model in AF3.

The following section discusses how integrated models can
efficiently be used to form a Safety Case argument with respect
to certification standards and their requirements.

B. Supporting a Functional Safety Concept

The ISO 26262 (Part 3, Clause 8) requests the following
to set up a Safety Concept: The objective of the functional
safety concept is to derive the functional safety requirements,
from the safety goals, and to allocate them to the preliminary
architectural elements of the item ,..., in order to ensure the

Fig. 4. Automatic Construction Components, w.r.t. Safety Case Claims

required functional safety [1]. Thus, arguments are presented
that can help to provide safety assurance of a system under
consideration. GSN helps to develop and structure the doc-
umented argument to be comprehensible to all safety-case
stakeholders. Kelly [2] defines an argument as a connected
series of claims intended to establish an overall claim.

To reduce the complexity of safety arguments, Kelly pro-
poses to decompose the safety case into subsystem Safety
Cases [5]. As Safety is a system property this decomposition
must therefore carefully guarantee the safety argument for a
whole system. This (decomposed) Safety Case is a key arti-
fact that relates to artifacts in modular (decomposed) system
designs, as model-based CASE tools (e.g. AUTOFOCUS3)
are capable of supporting such a modular decomposition of
systems on different levels of abstraction (compare III-C).

The correspondence of a modular, compositional approach
for the construction of a safety cases and the modular structure
of the underlying architecture lead to convincing arguments
that the system under consideration is acceptably safe.

In the following, we demonstrate how this correspondence
conducts two major benefits: First, a safety case pattern may
directly influence the construction of the system architecture,
w.r.t. the claims given in the safety case and, second, how
safety analysis (e.g. FMEA, FTA) or potentially formal verifi-
cation techniques can be linked via Safety Cases to architec-
tural elements to provide evidences for safety argumentation to
the certification authorities based on a complete set of effective
functional safety requirements of the system architecture under
consideration.

V. CONSTRUCTIVE SUPPORT BASED ON INTEGRATED
SAFETY CASES

A Safety Case may influence the construction of the system
architecture to meet its goal. For example, a Safety-Goal in an
assurance argument could be: The system component should
tolerate a single fault. In order to fulfill this goal, the intro-
duction of a redundancy concept to the system architecture is
a suitable design decision.

By applying a corresponding design pattern on the in-
troduced system model, these redundant elements can be
generated automatically once this Goal has been allocated
to a component of the logical architecture, as, e.g., Original
Component in Figure 4. The figure shows two redundant com-
ponents with red background color, and a Voter for comparing



the output values. These red components are generated auto-
matically, exploiting the relation from the Goal to the Original
Component. This generation includes the components and their
interconnection. Furthermore, the necessary constituents of the
Safety Case redundancy-pattern – the sub-goals, strategy (Re-
dundancy), or the solution scheme (triple redundancy pattern)–
can be generated to provide the necessary argumentation.

As safety is not limited to software or hardware, re-
spectively, the proposed automatically generation of software
components is just one part of such a goal. But not only the
components may be generated. The generation of a feasible
SW/HW - Deployments for such (generated) components are
needed as well to support a hardware fault-tolerance of one.

This leads to an architectural optimization, w.r.t. the claims
provided by arguments of the Safety Case under consideration.
AF3 provides different views of the system, respectively
different integrated models, making the proposed constructive
support possible and safety argumentation easier and modular.

VI. ARGUMENTATIVE SUPPORT USING INTEGRATED
SAFETY CASES

The objective of a Functional Safety Concept is to provide
functional safety requirements in correspondence to the Safety
Goals. by using basic safety mechanisms and safety measures
are taken into account. ISO 26262 (Part 3, Clause 8) gives
examples of safety mechanisms (e.g. fault detection/failure
mitigation, transitioning to a safe state, fault tolerance mech-
anisms) to be used in such a Functional Safety Concept.

To assess their application in a safety case, explicit failure
models can be used. Failure Modes and Effects Analysis
(FMEA) and variations thereof have been used for that pur-
pose. Using FMEA concepts as elements of the introduced
safety case models, the faults, errors, failures, and hazards, as
well as the measures to detect and avoid them can be formal-
ized and linked to the architecture as well as to the safety case
to structure it and to gain evidence for the argumentation. For
instance, the redundancy safety case pattern above includes the
mitigation of effects of that failure by a voter and redundant
components from the the logical architectures in the system
design. Besides the faults and mitigation strategy, safety case
pattern must include the specification of the treated failures,
defining the both the covered and remaining deviations from
the functional requirements in the behavior of a system. Thus,
e.g., a mitigation strategy might treat failures by means of a
fail-safe state, a Strategy stating that a fail-safe state is reached
w.r.t. to a Goal and be linked to the software components
dealing with this faulty behavior. Common fault-patterns found
in industrial systems are listed in [4].

The introduction of formal methods that assure a certain
system behavior can be integrated into a Safety Case as a part
of an argumentation, e.g. in form of a Solution step using a
specific analysis technique (e.g., model checker) provided by
the development environment.

VII. CONCLUSION AND OUTLOOK

The integration of construction views and argumentation
view in a model-based development process are a promising

approach in the context of safety argumentation. Model-based
safety cases specifically support the concept of modular safety
cases. As common in system architecture design, it is possible
to establish interfaces between the modular elements of the
safety arguments to safely compose, remove and replace safety
case elements, thus providing a contract-based approach for
assuring safety across the argument modules within the safety
cases as proposed by [5]. Furthermore, modular safety cases
can improve reuse by means of patterns. Kelly in [8] proposes
the use of safety case patterns as a way for reusing successful
safety strategies. Several patterns have been published [4].

Thus, developing a safety argument infrastructure (e.g.
pattern-based safety cases library) can enable the support of
modular reasoning. A proposed structure for such pattern-
based safety cases is proposed in [4]. By treating those patterns
as best practice design decisions they can be simultaneously
used as construction and argumentation patterns. Their au-
tomated application can furthermore increase development
efficiency.

The use and re-use of safety cases (and their templates) in a
pattern-based development approach has, e.g., been suggested
in [9], [11]. It is especially useful for SEooC components, but
also for safety mechanisms for known problems. The ability
to argue about safety in a compositional modular fashion is
invaluable for such purposes.
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